TRAINING

OPSEC Training for
Contractors

You Need to Know

ransformation
Compromises
sponsibilities

Bottom Line:
Practicing good OPSEC contributes to LEAD mission success.
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nny Mission / Vision

odernizes Air and Missile Defense and
-domain operations for U.S. and Allied

nny is the premier professional organization in Air, Missile &

tems, dedicated to emerging technologies and best business
ces that transform the ability of the Army, our Allies and business
rs to provide military superiority.

v Army Depot Requirement

To ensure LEAD Operations Security (OPSEC) program is in compliance
with AR 530-1 all DOD contractors are required to complete mandatory
OPSEC training on an annual basis
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rmation and subsequently analyzing friendly actions
ities to (a) identify those actions that can be observed
indicators adversary intelligence systems might

o derive critical information in time to be useful
iminate or reduce to an acceptable level the

Vulnerabilities
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}!ost about key milestones.
iends can see my content.
lly violate OPSEC, I'll just delete.
duty so the rules shouldn't apply to me.

to let others know where my service member is.
e are posting, so I can, too.

Not a valid excuse:

- "But it's already out in open source, why can't I use it?"
- "But I'm not over in Iraq or Afghanistan, why does it matter?"
- "Why would anybody be interested in what I'm doing?"

PSEC TRAINING

C Misconceptions

The

ENEMY

is listening

He wants to know
what you know
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Y,

ed
p access restricted
estricted

lled (paper)

To post or
not to post?

ontrol Information

- Information flow FAST

Individually controlled
 Workforce/Troops easily accessible

- Documents easily accessible

- Unlimited /uncontrolled distribution
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OPSEC Challenges

t-cuts

ral instinct to "he p" o

ural instinct to "impress"

ining and situational awarenes

y (computers, cell phones, PDAs,
nb drives...)

rsonal websites, private email (Hotmail)

s on the Internet
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at do Adversaries Want?

graphs
ipment vulnerabilities
d future capabilities
to national / military morale
top officials / diplomatic efforts

Anatony of Terror

Al‘uaed‘a |

+ Amount of lighting
- Exterior size and shape

« Number of personnel

« Ammunition depot locations

« Leave policies

- Brigades and names of companies
+ Degree & speed of mobilization
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OPSEC Guidance

of command rest

us business and we mustdo a k job across the Army

aggressively 'reads' our open so nformation and continues to
nformation for use against our forces

 violations needlessly place lives at risk and degrade the effectiveness
ns

ation Battalion orders members to practice OPSEC
icating with one another by email entirely and instead use the JIB

D-10

- Only use public computers that cannot be linked to them
- Use anonymous IP address websites to mask their identity while navigating

- - Do not publish any of their identifying information in online forum registrations
- or posts
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Social Networking

es (SNS) allow people to network, interact and
‘mation, data and ideas without geographic
boundaries.

\"= YO to be aware of your
want social media presence

It is your choice to have a social media presence.
It’s your duty to make sure you are responsible
and maintain good OPSEC practices.

DO DON’'T

Check your privacy settings often. “Friend” strangers.

Be aware of your family's social media Share Personally Identifiable Information.
presence. Talk to them about OPSEC

and what details they can share socially. x:zﬂé:'laﬂm:;" "I‘;ﬂ;‘:l"" spandrdgle

Follow and share: say it, don’t post it.
mﬁ:ﬁ:;m&?ﬁi, Share U.S. Army information that has
@USArmyOPSEC. not been officially released.

o Post details about movements and
< f taskings.

>
s anny Y €t-. Spread rumors or speculations.
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s like your email address, phone number, address book
ts, and a public profile...we use your Tweets, content
read, Liked, or Retweeted, and other information to
mine what topics you're interested in, your age, the

ges you speak, and other signals to show you more
content" Twitter

- "important disclosures about how you can use Facebook to
share with others and how we collect and can use your
content and information" Facebook
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The Danger
Bad guys use it too.

* Stalkers
d information hieves

* Hackers
* Phishers/Scammers

* Enemy organizations
* Pedophiles
* And the list goes on...

Al-Qaeda communique December 2009:

"The affair with the U.Sl Navy began several years ago, when the lions of Al-Qaeda struck the destroyer U.S.S. Cole, in Yemen; now, with
Allah's help, all the American vessels in the seas and oceans, including aircraft carriers, submarines, and all naval military equipment
~ deployed here and there that is within range of Al-Qaeda's fire, will be destroyed...

"To this end, information on every U.S. naval unit — and only U.S. [units]!! — should be quietly gathered [as follows:] [the vessel's] name,
the missions it is assigned; its current location, including notation of the spot in accordance witi; international maritime standards; the
advantages of this naval unit; the number of U.S. troops on board, including if possible their ranks, and what state they are from, their
family situation, and where their family members (wife and children) live; what kind of weapons they carry; the [vessel's] destination...;
which naval units are closest to Islamic countries; which naval units are close to Western countries in general; searching all naval websites
in order to gather as much information as possible, and translating it into Arabic; search for the easiest ways of striking these ships...

"My Muslim brothers, do not underestimate the importance of any piece of information, as simple as it may seem; the mujahedeen, the lions of
monotheism, may be able to use it in ways that have not occurred to you." ‘
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tworking Websites and Your
curity Clearance

ollowing is a securi
f of Security, Pentagon
ork Directorate:

eness statement signed by the
Information Officer, OSD

sites risk security clearance. If you hold a security clearance or if

want to apply for one, be mindful of your postings and

cts online, particularly on social networking sites such as Facebook

witter. These sites pose risks to gaining and keeping a security

e. Section 19 of the National Agency Questionnaire (SF-86)
ames of your relatives and associates. The term associate is

defined as any foreign national that you or your spouse are bound by

affection, obligation, or close and continuing contact.
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code vs.
irus software

- Strong Passwords
- Permission Settings
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s with a friend

n get the data from:

il Verizon = 827 AM o -

€ O Musa Alkall Hassan #

earch engines

ofile
osts/ profile

Sy

More

Sent you a friend request

Verify Requests Before Approving!

Do not trust who you cannot see and verify. It is not hard to establish accounts and
to fake information to target people.

—)
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settings  Logout

.f Account Settings

Do: Utilize All Available
Privacy Settings

- AD "||'|:: = '|""| 1 5 =1
Customize available settings to be @ pplication Setting
as secure as possible & Hep

- "Everyone" may be accessed by anyone with access to the internet
- How many security settings are available on Facebook?
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ds Settings

your profile is secure, what about your 115 friends profile settings?

rivacy settings in the world mean nothing if someone in your
of friends does not have any privacy settings. Be careful of what you
ur friends post and make available to the world.

e e

\ :

PhIACY

—
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Children's Use of the Internet

GRINDR SKOUT

MEETME iz a dating social media GRINOR iz @ dating spp geered
apg that alliws szers to cannazt towarde T;. bi and transgander
with people bazed oa gengraphic people. The apf QivEE WEEFS
proximity. As the app’s mema aptions to chel, share photos
suggests. Ujers arp encauraged and mpet yp hased on 8 smort

to meet gach ether in person phoee's GFS lseation
WHATSAPP BADOD

WHATSAPP iz & popalar i ~ TIKTOK is & new mehile device
co M M 0 N 0 FF ENCES messagieg spp thal ollaws users | app pogular with kids wsed for
to send texts. phatog, creating and sharing short
i voicemails, ma{e calls and videm | videas, With very limitpd privacy
t ¥ chatz worldwide. WHATSAPP contrels, ueers sre yulnerable
uses an internod conmection on = to eyber bullying and explicit
amart phongs and computers contznt.

. Cyber bullying "!’ BUMBLE SNAPCHAT KIK
i EUMBLE s similar to the popular SNARCHAT is ane af the must
g Sberstlhing & TR [
i irst cantast. K take ' i
Rl B e o
YI fake accomnts and falsify their iml:lﬂi‘! fl‘-rl":'t’f' alln‘*sﬁsfrs
. Molestation " hours. Snopchat alca allows

WEEPE to $2E your focatian,
. Trolling STAND UP. SPEAK DUT. el |

streaming viden HILLA i & seli-proclaimed
olscotion to "

A ..r, that uses ge “addicting” viden chet app that
share videos 0 m an find sllvws uzers to meet pesple all
‘ i“” u brogdeaster's exnel aver the world in just seconds.

ocation. Lszrs can esrn “coins” Reviewers say they have been

85 8 ey to “pay” minars for confronted with razial slurs.
phetas explieit eantent, and more.

CALCULATOR%

is knw CALCULATOR: is onf of
- o + = SEVERAL secrat apra gaad tn
QISKfm | vsers to llow ansnymoss [ hide photus. videos, files, and

E ® \@ Browser history,
o

neeple to szk them questions

Children are especially vulnerable on the internet and make easy targets. Monitor
closely children's use the internet to insure they are not posting critical and
personal information.

FIFTEEN APPS
PARENTS SHOULD KNOW ABOUT 55

Office

SKOUT is 8 location-based
dating epp and wehsite. Whilz
users under 7 are
unabla o shara private photos.
s car wasily create an
acesunt using a different age

BADOD iz & d;lin%and social
networking app where :
chat, share g
aed ennnact baged on lozation,
While the =pp is intended for
edults anly, tezns are known to
craate profiles.

KIX allows anyome 1o contuct and
direct message your child, Kids
ean hypass traditioaal text
messaging faatures, KIK gives
ugars unlimited zccess tn
anyome, anywhere, anytime.

WHISPER is an amonymous social
netwark that promoies sharing
secrets with strangees. |t alss
reveqls o gser's location s0
peaple ean meet up

HOT (R NIIT encourages users
to rae your profile, check out
peogle in their ares, snd chat
with ztrangers. The goal of this
app ia to hook up.

For moeve informatien, contact Saraecta Cownty Sheriff'e Office Commmumity Affairs at 541 BA1.4005

—)
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‘ SystemDefender

YOUR SYSTEM MAY BE

_ INFECTED!

L L ey

Verify before execﬁting!

e same threats that exist in your inbox exist in social networking sites and any download.
Verify links and websites before accessing and executing.

Do not follow links fprovided in emails, go through a trusted link that you know to be good. Call
your bank and verify that the information they are requesting or sending is legitimate. Often
times a bank will not contact you via email for account changes. ‘
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DON'T GET IN MY

): Blog with Caution

0id details, don't get personal

ho is reading your blog?
essons learned 101 for the adversary

and the internet in general are a great source for information. People tend to

post the most intimate details about themselves in a typically completely unsecure,
wide open public forum. This is horrible OPSEC. Lessons learned 101 for the bad guy
is as simple as glogflin%IED damage to vehicles. The above battle damage assessment
photos were pulled right off .mil sites. What can the adversary learn just by studying
thesekpglotos. What do these images tell the adversary about the effectiveness of their
attacks:

Military spouse blogs are a great way to learn all kinds of information, including the
kids ages, names, school district, deployment schedules, duty days, smoking/eating
habits and on and on — too many details.

—)
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: Unde: stand the Risks Associated with Geotagging
ocation/GPS data attached to photos
ure in Smartphones and digital cameras

Lat/Long Device details

ock-in" feature

Facebook Places
Google Latitude
Foursquare
Gowalla

Geotagging on social networking sites is increasing in popularity. From virtual
check-in's to simply uploading photos with geographical information included in
the data, users are posting detailed physical location data online for the world to
see. The technology for geotagging now comes standard on newer digital camera's
and smartphones, and is easily extracted with a simple software package that can

be downloaded free in many cases. -
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(Social Networking Ststem)

personal information broadcast?
ery careful about what details you post?
derstand data aggregation issues
ing to find and learn all the security settings and keep up with them as they change?

OVERSHARING

Your Biggest Security Risk Could be You

Reports of massive data breaches and hacked accounts are
flooding the airwaves. Are you making it easier for
criminals to steal your information?

e an informed user. Know the terms of use, ° ° i
> changes to the site, and all of the
different settings that are available. Make |
your site as secure as possible, understand | |
that data collection is the job of many — e

g to accept the risk?

from marketing campaigns to adversaries.
Regardless of settings, never post details —
details make you vulnerable.
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POW
ils will the adversary have to
you?
ation will the media have

In the event of death or capture have a power of attorney in place to allow family members to
delete or change your social networking profile. Protect your personal details from the media
and adversaries.

—)
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Do: Assume the Internet is FOREVER

- There is no true delete on the internet
- WWW means World Wide Web

- Bvery Picture
- Every Post

. Every Detail What happens to my personal information?

The internet can be dangerous

Everything you share on the internet stays there forever
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passwords for multiple accounts

T will not use the same password for everything
T will not use the same password for everything
T will not use the same password for everything
L will not use the same password for everything
T will not use the same password for everything
T will not use the same password for everything
T will not use the same password for everything
T will not use the same password for everything
T will not use the same password for everything
T will not use the same password for everything
I will not use the same password for everything

ord strength is key to protecting yourself on the internet.

The average user has over 15 accounts and 4 different passwords. Do not use the same
password for every account, that is an easy way to be taken advantage of.
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: Hacker’s Top 10 List of __
A /4 Most Used Passwords: \

Here’s how often the 10 most common passwords in
different countries match the Hacker’s Top 10 list:

123456 & 654321
~
password 7 111111 80% 6)% (33%
12345678 8 123123 _ 5 .
Worldwide UsA, Spain Ialy, Russia
1234567 9 1234567880 :
25% 10%
A A . 4 qwerty 10 lloveyou
Don't: SNS's Security Settings Germany  France

But it's set to

Hackers

e ... right?

Incorrect or incomplete settings

Sale of data

Upgrades/ site changes

"Risks inherent in sharing information"

"USE AT YOUR OWN RISK. We do not guarantee that only authorized persons will view
your information."

Never forget — the true purpose of a SNS from the creators POV is data aggregation for ‘
profit
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ications

Third Party Software

Applications des;
Malicious code gned to collect data

Separate terms of use & privacy

nsible for third party circumventio
Ll

f any privacy settings or

ications are third party software. This includes games like
s etc.

s have their own terms of use and often do not comply with the
the host website.

ible for third party circumvention of any privacy settings or
ery month more than 70% of Facebook users use a platform

e than 500,000 active applications currently on Facebook platform

More than 250 applications have more than 1 million monthly active users
Facebook Platform: "A standards-based web service with methods for accessing
and contributing Facebook data... Making the web more social!"

Facebook Platform: "We do not own or run the applications and websites that
you interact with through Facebook Platform, and while we try to enforce
standards to protect your information, we cannot guarantee that they will follow
our rules.:
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't: Grant the Same Access to Everyone
't treat all Friends equally

ntrol & customize individual access
create groups

“MyMacCamera” would like to access
the camera.

Set permissions for everything: e e T
Your status . -
Photos an't Allow O
Postings

Permissions and groups are available to further customize permissions
and restrict access.

Not everyone in your friends list is your "best friend", restrict the
amount of data that everyone in your network is able to access.

—)
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or personal - I s

atter how secure you | THE ENEMY MAY BE TALKING
s are

ation you share will be n " N y T T A l K ‘
vulnerable | .

| THE ENEMY MAY BE LISTENING

st details regardless of

details to yourself.
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Responsibilities
organization's sen mation

the sensitive information to h you have personal access and how

SEC measures as determined by your OPSEC Officer

courage others to protect sensitive information

inate information without proper authorization (chain of command,

k)

Use secure communications whenever possible (CAC encryption)

- Stay in your lane

- If in doubt — stop and ask someone ‘
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Conclusion

1 to success

. Comipromise of Critical Information

- Free Intelligence to the Adversary

Not retrievable when Send Button is touched

- Can be manipulated and exploited by anyone who has reason or cause
- Impact on mission that may be detrimental
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References

.2 dated 26 April 2(

teragency OPSEC Support Staff - www.ioss.gov



http://www.ioss.gov/

Point of Contact

'L-

rgency Services

sburg, PA 17201-41!
31
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e completed the Letterkenny
aining for Contractors

ertificate - Print the Certificate from the next
. Enter your name and date and present it to
your supervisor.
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Completed by
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